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Version:  v1.0
Applies To:  www.usibca.org and all USIBCA services
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1. Introduction and Scope
The International Business Credential Association ("USIBCA," "Association," "we," "us," or "our") is a California-incorporated 501(c)(6) nonprofit mutual benefit trade association established to advance voluntary industry standards for Importer of Record (IOR) compliance capability. We are headquartered in California and operate principally in the United States.
This Privacy Policy describes how USIBCA collects, uses, stores, shares, and protects personal information obtained through our website (www.usibca.org), membership application process, partner programs, compliance advisory services, training and workshop registrations, and all other interactions with the Association (collectively, the "Services").
As a nonprofit trade association, USIBCA is generally not subject to the California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) because those statutes define a "business" as a for-profit entity. Nonetheless, USIBCA is committed to implementing privacy-protective practices consistent with CCPA/CPRA principles, California general privacy law (California Civil Code §§ 1798 et seq.), and applicable federal law. Where USIBCA services are provided in collaboration with or data are shared with affiliated for-profit entities, those interactions are governed by this Policy and any applicable joint-privacy arrangement.
Nonprofit Exemption Notice: USIBCA is a California 501(c)(6) nonprofit association and is generally exempt from California's CCPA/CPRA "business" requirements. We nonetheless voluntarily adopt equivalent consumer-rights standards as a matter of best practice.
2. Information We Collect
2.1 Information You Provide Directly
We collect personal information when you interact with our Services, including:
1. Identity and contact information: full legal name, business name, title, mailing address, email address, and telephone number.
1. Membership and application data: company registration documents, ownership and beneficial ownership (UBO) statements, CPA endorsements, anti-fraud declarations, warehouse contracts, banking and tax identification information, and KYC documentation submitted in connection with membership applications.
1. Professional and compliance credentials: Customs Broker license numbers, CPA license details, attorney bar information, logistics certifications, and trade compliance records.
1. Financial information: annual revenue ranges, trade finance relationships, and insurance information provided voluntarily for member credentialing purposes.
1. Communications: records of correspondence, inquiry forms, service requests, and feedback submitted to USIBCA.
1. Training and event registrations: names, email addresses, professional affiliations, and payment details for workshop or webinar registration.
2.2 Information Collected Automatically
When you visit www.usibca.org, we and our service providers may automatically collect:
1. Technical identifiers: IP address, browser type, operating system, device identifiers, and referring URLs.
1. Usage data: pages visited, time spent, links clicked, and navigation patterns.
1. Cookies and similar technologies: session cookies (required for site functionality), preference cookies, and, where applicable, analytics cookies. You may manage cookie preferences through your browser settings.
We do not use tracking cookies for behavioral advertising purposes. We do not sell or share personal information with third-party advertisers.
2.3 Information from Third Parties
We may receive information from:
1. Referring partner organizations or sponsoring members who introduce prospective members.
1. Publicly available government and regulatory databases (e.g., U.S. Customs and Border Protection, California Secretary of State records) to verify member identity and compliance standing.
1. Third-party professional verification services used to authenticate credentials.
3. How We Use Personal Information
USIBCA uses personal information for the following purposes:
3.1 Membership Administration
1. Processing, reviewing, and adjudicating membership and partner applications.
1. Maintaining membership records and determining eligibility status.
1. Communicating about application outcomes, renewal notices, dues, and member benefits.
1. Conducting Know Your Customer (KYC) and Ultimate Beneficial Ownership (UBO) reviews in accordance with our membership standards.
3.2 Compliance Services and Industry Standards
1. Delivering IOR Enablement Program assessments, Compliance Advisory services, and Evidence Pack reviews.
1. Developing and maintaining voluntary IOR compliance standards, checklists, and educational materials.
1. Sharing anonymized, aggregated, or de-identified compliance data for industry benchmarking and white-paper research.
3.3 Website and Service Operations
1. Operating, maintaining, and improving www.usibca.org.
1. Authenticating member logins and managing secure access to the member portal.
1. Responding to inquiries, providing customer support, and processing service requests.
3.4 Training, Events, and Communications
1. Administering workshop and webinar registrations and issuing participation certificates.
1. Sending newsletters, regulatory updates, and policy tracking reports to subscribers.
1. Marketing USIBCA services and programs to existing members and prospective members who have expressed interest.
3.5 Legal Compliance and Security
1. Complying with applicable federal and California state law, regulatory requests, or court orders.
1. Detecting, investigating, and preventing fraud, unauthorized access, and other illegal activities.
1. Protecting the rights, property, and safety of USIBCA, its members, and the public.
4. Disclosure of Personal Information
4.1 We Do Not Sell Personal Information
USIBCA does not sell, rent, or trade personal information to any third parties for monetary consideration, nor do we share personal information for cross-context behavioral advertising.
4.2 Disclosures in the Ordinary Course of Operations
We may share personal information with:
1. Service providers and vendors: hosting providers, email delivery platforms, payment processors, document management systems, and background verification services that process data on our behalf under written data processing agreements.
1. Professional advisors: attorneys, accountants, and auditors engaged by USIBCA under confidentiality obligations.
1. Partner organizations: where a member or applicant has specifically consented to sharing their compliance credentials with an identified financial institution, logistics partner, or trade finance provider in connection with the USIBCA Digital Credit Passport program or Evidence & Credit Layer services.
1. Regulatory and law enforcement authorities: where required by subpoena, court order, applicable law, or regulatory authority, or where USIBCA believes disclosure is necessary to protect rights, prevent fraud, or ensure safety.
1. Successors: in connection with any merger, acquisition, reorganization, or dissolution of USIBCA, subject to the successor assuming equivalent privacy obligations.
4.3 Aggregated and De-Identified Data
USIBCA may disclose or publish aggregated, anonymized, or de-identified information (from which individual identity cannot reasonably be ascertained) for industry research, compliance trend reporting, white papers, and public education. Such information is not personal information and is not subject to this Policy.
5. Data Retention
We retain personal information for as long as necessary to fulfill the purposes for which it was collected, consistent with applicable law and our operational needs:
1. Membership records: retained for the duration of active membership plus five (5) years following termination, to support compliance audits, legal claims, and regulatory inquiries.
1. Application records (declined applications): retained for two (2) years following the final determination, then deleted or securely de-identified.
1. KYC and UBO documentation: retained in accordance with applicable anti-money-laundering and financial crimes law, typically five (5) to seven (7) years from the date of collection.
1. Communications and correspondence: retained for three (3) years following the close of the relevant matter.
1. Website analytics and log data: retained for twelve (12) months, then deleted or aggregated.
1. Training and event records: retained for three (3) years.
When retention periods expire, USIBCA will securely delete, destroy, or de-identify personal information in accordance with its data disposal procedures.
6. Data Security
USIBCA implements commercially reasonable technical and organizational security measures to protect personal information against unauthorized access, disclosure, alteration, or destruction. These measures include encrypted data transmission (TLS), access controls limited to authorized personnel on a need-to-know basis, secure document storage, and periodic security reviews.
No system is completely secure. In the event of a data breach that is reasonably likely to result in risk to California residents, USIBCA will notify affected individuals in accordance with California Civil Code § 1798.82 (California Security Breach Notification Act) without unreasonable delay and, where applicable, within seventy-two (72) hours of discovery.
7. Your Rights and Choices
Consistent with the privacy rights standards embodied in the CCPA/CPRA — and as a voluntary matter of good practice — USIBCA provides individuals the following rights with respect to their personal information:
7.1 Right to Know and Access
You may request that USIBCA disclose the categories and specific pieces of personal information we have collected about you, the sources of that information, the business or commercial purposes for collection, and the categories of third parties with whom we share it.
7.2 Right to Correction
You may request that USIBCA correct inaccurate personal information we hold about you, taking into account the nature of the information and the purposes of processing.
7.3 Right to Deletion
You may request that USIBCA delete personal information we have collected about you. We will honor such requests subject to applicable exceptions, including retention obligations required by law, active membership agreements, ongoing compliance proceedings, or legal claims.
7.4 Right to Opt Out of Communications
You may opt out of receiving marketing and promotional communications from USIBCA at any time by following the unsubscribe instructions in any such communication or by contacting us directly. Opting out of marketing does not affect transactional communications necessary to administer your membership or service relationship.
7.5 Non-Discrimination
USIBCA will not discriminate against you for exercising your privacy rights. Exercising any of the rights described in this Section will not result in denial of membership, reduction in service quality, or imposition of penalties, except where the information is necessary to provide the specific service requested.
7.6 How to Submit a Request
To exercise any of the above rights, please contact us by:
1. Email: privacy@usibca.org
1. Mail: USIBCA Privacy Officer, [Address], California, USA
We will verify your identity before processing your request and will respond within forty-five (45) calendar days of receipt. We may extend this period by an additional forty-five (45) days where reasonably necessary, with notice to you.
8. Children's Privacy
USIBCA's Services are not directed to individuals under the age of 18. We do not knowingly collect personal information from minors. If we become aware that we have collected personal information from a person under 18 without appropriate parental consent, we will take steps to delete that information.
9. International Data Transfers
USIBCA is a California-based organization. Personal information you provide is stored and processed in the United States. If you are located outside the United States, please be aware that data protection laws in the United States may differ from those in your jurisdiction. By submitting personal information to USIBCA, you acknowledge this transfer and processing.
10. Third-Party Links and Services
Our website may contain links to third-party websites, government portals, and partner resources. This Privacy Policy does not apply to third-party sites. We encourage you to review the privacy policies of any third-party services you visit.
11. AI and Automated Decision-Making
USIBCA may use AI-assisted tools to support compliance gap scanning, document classification, and risk-flagging as part of our IOR compliance services. In accordance with our "No Commanded Decision" governance principle, no membership eligibility determination, compliance certification, or material adverse action against an individual or organization is taken solely by automated means without human review and sign-off by an authorized USIBCA representative.
12. Changes to This Privacy Policy
USIBCA may update this Privacy Policy periodically to reflect changes in our practices, applicable law, or operational requirements. When we make material changes, we will post the revised Policy on www.usibca.org with an updated effective date and, where appropriate, notify affected members by email at least thirty (30) days before the changes take effect.
13. Contact Information
For questions, concerns, or to exercise your privacy rights, please contact:

USIBCA Privacy Officer
International Business Credential Association
Email: admin@usibca.org
Website: www.usibca.org
Mailing Address: 660 North Diamond Bar BLVD, 100, Diamond Bar, CA 91765
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